Medical Office Online Transparency Guide

Capability

Description of capability

Types of Costs or Fees to be paid by a provider for

the capability

170.315(a)(1) - Computerized provider order entry —
medications

170.315(a)(2) - Computerized provider order entry —
laboratory

170.315(a)(3) - Computerized provider order entry —
diagnostic imaging

170.315(a)(4) - Drug-drug, drug-allergy interaction
checks for CPOE

170.315(a)(5)—Demographics

170.315(a)(12) - Family health history

170.315(a)(14) - Implantable device list

170.315(b)(3) - Electronic prescribing

170.315(b)(10) - Electronic Health Information
export

170.315(d)(1) - Authentication, access control, and
authorization

170.315(d)(2) - Auditable events and tamper-
resistance

170.315(d)(3) - Audit report(s)

170.315(d)(4) —Amendments

Capability

Enable a user to record, change, and access
medication orders.

Enable a user to record, change, and access
laboratory orders.

Enable a user to record, change, and access
diagnostic imaging orders.

Before a medication order is completed and acted
upon during computerized provider order entry
(CPOE), interventions must automatically
indicateto a user drug-drug and drug-allergy
contraindications based on a patient's
medication list and medication allergy list.

Enable a user to record, change, and access
patient demographic dataincludingrace,
ethnicity, preferred language, sex, sexual
orientation, gender identity, and date of birth.

Record, change, and access a patient's family
health history.

Record Unique Device Identifiers associated with
a patient'sImplantable Devices.

Enable a user to perform electronic prescription
transactions, new prescription, change
prescriptions, cancel prescriptions, Refill
prescriptions, Receive fill status notifications,
request and received medication history
information.

Enable a user to timely create an export file(s)
with all of asingle patient's electronic health
information stored at the time of certification.

Authenticate Unique User and Establish
Permitted User Access

Record actionsrelated to electronic health
information and record the audit log status.

Enable a user to create an audit report for a
specific time period and to sort entriesin the
audit log according to each of the data specified
inthestandardsin §170.210(e).

Ability to select the record affected by a patient's
request for an amendment and accept or deny an
amendment.

Description of capability

No additional cost or fees

No additional cost or fees

No additional cost or fees

Reoccurring cost per provider per month

No additional cost or fees

No additional cost or fees

No additional cost or fees

Reoccurring cost $75 per provider per month
for ePrescribe. Prescribing controlled
Substancesis an additional $150 yearly fee per
provider.

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

Types of Costs or Fees to be paid by a provider for
the capability

170.315(d)(5) —Automatic access time-out

Automatically stop user access to health
information after a predetermined period of
inactivity.

No additional cost or fees



170.315(d)(6) - Emergency access

170.315(d)(7) - End-user device encryption

170.315(d)(8) - Integrity

170.315(d)(9) - Trusted connection

170.315(d)(11) - Accounting of disclosures

170.315(d)(12) - Encrypt Authentication Credentials

170.315(d)(13) - Encrypt Authentication Credentials

170.315(e)(3) - Patient health information capture

170.315(g)(2) - Automated measure calculation

170.315(g)(3-5) Safety-enhanced Design (SED),
Quality Management System (QMS) and Accessibility-
centered Design (ACD)

Permit an identified set of users to access
electronic health information during an
emergency.

Technology is designed to prevent electronic
health information from beinglocally stored on
end-user devices after use of thetechnology on
those devices stops.

Create a message digest in accordance with the
standard specified in §170.210(c)(2).

Verify in accordance with the standard specified
in §170.210(c)(2) upon receipt of electronically
exchanged health information that such
information has not been altered.

Establish atrusted connection using message-
level method

Record disclosures made for treatment, payment,
and health care operations

Health IT Module encrypts stored authentication
credentialsin accordance with standards
adoptedin §170.210(a)(2)

Health IT Module does not support
authentication, through multiple elements, of
the user’sidentity with the use ofindustry-
recognized standards.

Enable a user to identify, record, and access
information directly and electronically shared by
a patient (or authorized representative).

For each percentage-based measure that is
supported by a capability included in a
technology, record the numerator and
denominator and create areport including the
numerator, denominator, and resulting
percentage associated with each applicable
measure.

SED: User-centered design processes must be
applied to each capability. QMS: the use of a QMS
in the development, testing, implementation,
and maintenance. ACD: No accessibility-centered
design standard or law isused in the
development, testing, implementation, and
maintenance of capabilities for which
certification is being sought.

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees

No additional cost or fees



